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Cyber Exposures: What’s at Stake?
2

From your brand reputation to employee and financial data, cyber attacks are increasing in frequency and intensity. 
Couple that with the need to comply with constantly evolving state, federal and international regulations, and it can seem 
overwhelming. Assessing and understanding known and unknown risks within the cyber liability scope is complex. It 
requires expertise and an aggressive approach to understand how threats are emerging, and how coverage can evolve 
to protect your organization.
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Understanding Cyber Risk
3

To better understand the cyber landscape, it is important to first understand the core motivations of cybercriminals 
and how these motivations manifest in unique threats. 
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Falling Short with Traditional Cyber 
Insurance

4

Traditional insurance policies have significant gaps in coverage for cyber exposures and often have broad coverage 
exclusions that leave your company vulnerable. Custom programs are critical to protecting your business against the 
traditional and nontraditional impacts a cyber crisis can have on your business.
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What Your Cyber Policy Should Cover
5

Because of the gaps in coverage for cyber exposures in traditional insurance policies, your cyber policy should be 
designed to cover the following.
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What Cyber Policies Typically Cover 
6

Typically covered: 

• Third-party claims arising from a failure of the insured’s network security or a failure to protect data or privacy.

• Regulatory actions, including fines and penalties, in connection with a security failure, privacy breach, or the  
failure to disclose a security failure or privacy breach. Many insurers have enhanced their coverage to address at 
least some of the broader exposures associated with GDPR, CCPA and other new information security laws – but 
many limit their coverage to situations involving breaches of personal information and will not cover violations of 
various obligations under newer privacy laws and regulations.

• Out-of-pocket costs of responding to a security failure or privacy breach (see next slide).

• Business interruption caused by insured’s network security failure by reimbursing for resulting lost income and 
extra  operating expenses. Contingent business interruption coverage addresses outages at the insured’s 
outsourced providers. Many insurers limit this coverage for certain kinds of outages, and many also limit it to 
outsourced cloud providers but exclude coverage for supply chain outages.

• Extortion/ransomware threats against insured’s computer network and confidential information by an  outsider 
attempting to extort money, securities, or other valuables. Coverage includes reimbursement for monies paid to end 
the threat, the cost of an investigation to determine the cause of the threat, and the cost of recovering data 
damaged or destroyed. The growth of ransomware has led many insurers to limit this coverage in several ways.

• Certain social engineering losses for various kinds of fraudulently induced thefts such as wire transfers and W-2
tax refund schemes. This coverage is best addressed in Crime policies, and Cyber policies that do provide some
coverage significantly limit it.

• Media-related liability for content distributed on insured’s website. Coverage is generally provided for copyright  
infringement, trademark infringement, personal or product defamation, and invasion of privacy.

• Fines, penalties and assessments assessed in connection with a payment card (PCI) breach. Optional coverage,
often sublimited, may bear additional premium if significant number of cards involved.
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What Cyber Policies Typically Cover 

7

Cyber Typically Pays For: :

• Forensic investigation to determine the scope and extent of the breach
• Legal expenses incurred in:

• Determining notification obligations under applicable laws
• Dealing with regulatory and law enforcement authorities and responding to breach investigations
• Defending any claims for damages
• Giving advice in connection with management of the breach and associated disclosures

• Notice under applicable laws to affected individuals 
• Credit monitoring and/or identity theft services or insurance to affected individuals
• Public relations for reducing the potential exposure
• Call center support to respond to customer inquiries and concerns
• Cyber extortion costs associated with threats to introduce ransomware, viruses or other attacks to an  

insured’s network, release of unauthorized data or damaging an insured’s computer system. Typically also 
includes costs associated with responding to an attack, including reimbursement for legal and insurer-approved 
ransom payments, as well as costs incurred in restoring the insured’s network

• Regulatory proceedings, fines and penalties associated with breaches to the extent allowed by law
• Resolving claims for damages by those affected by the breach, such as customers, clients and business

partners
• Retrieving and restoring data, hardware, software or other information damaged or destroyed in a cyber

attack
• Penalties imposed by payment card companies and claims made by banks (e.g., for fraudulent charges, 

notifying bank card  customers, closing customer accounts and reissuing payment cards) if credit card 
information was breached

• ** This document is intended for informational purposes only and provides a high-level, general overview of
certain coverages. Actual policy language must be consulted in order to determine coverage, and nothing in this
document supersedes actual policy language. Some terms are offered only on a case-by-case basis.
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Cyber 

WHERE WE WERE: WHAT WE’VE SEEN THROUGH Q1 2022  

• Last year was a stark reminder that hackers are pivoting—and succeeding—in deploying new attack strategies. There is clear evidence that they 
now favor targets in the supply chain that could provide a gateway to multiples of additional victims, providing efficiencies to their methods. There 
were a wide variety of victims that ranged from global software providers, email platforms, the largest U.S. meat supplier and a fuel supplier that 
provides nearly half the fuel to the east coast of the U.S.

• Ransomware attacks continued to ravage the bottom lines of 
both their victims and insurance carriers. In fact, during the first 
six months of 2021, there was $590 million paid in ransom 
payments, as opposed to $416 million paid in all of 2020.4

• The impact of heightened cyber risk due to COVID-19 was 
also apparent in 2021. Organizations were forced to continue 
to operate in remote working environments, while cyber threat 
actors continued to exploit inherent data security weaknesses. 
Consistent with this finding, the 2021 Ponemon-IBM’s Cost of 
a Data Breach Report, showed a correlation between 
increased remote workforce and the increased cost of a data 
breach.5

• The hard market trend that began in 2020 continued to 
intensify throughout 2021 and into 2022 as the risks in specific 
industry sectors became subject to greater underwriting 
scrutiny and increased premiums. 

WHERE WE ARE: WHAT WE’RE SEEING NOW 

• The Cyber marketplace is very concerned about systemic cyber risk, cyber underwriting practices and where hackers may hit next, as ever-
escalating ransomware and cybersecurity risks continue to plague the Cyber insurance market.

• Growing geopolitical tensions have increased cyber risk for organizations worldwide as the conflict between Russia and Ukraine has raised 
concerns for the potential for increased nation state cyber attacks. These could impact global organizations well beyond the geographic 
boundaries of Eastern Europe, whether they are the intended target or not.

4 Cohn, Carolyn. “Insurers Cut Their Appetite for Cyber Cover as Ransomware Losses Mount,” Insurance Journal, November 19, 2021.
5 IBM Security and Ponemon Institute, “Cost of a Data Breach Report 2021.”

Cyber Market Update: Spring/Summer Insurance Market Report – May 2022
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• Carriers have responded to the hard market with higher rates, higher retentions and larger coinsurance 
requirements. Many carriers impose sublimits and coinsurance provisions specific to ransomware claims.

• Cyber premiums increased in Q1 2022 across the board, regardless of the industry sector or size of the 
organization.

• In addition to rate growth, carriers seek to limit exposure through limiting capacity. The policy limits are 
approximately half of those limits offered during the 2021 renewal cycle, both at the primary and excess layer 
levels.

• All carriers now require attestation of at least some preventive controls, which likely include multifactor 
authentication, remote desktop protocol, data backup practices, segregation of networks, encryption, patch 
management, privileged account management, employee training and a host of others. A number of carriers 
require ransomware supplemental applications to assess how well insureds manage threats.

• Organizations that lack specific data security controls are seeing rate jumps as high as 100% to 300%.

• The median increase in Q1 2022 for Cyber companies is 37.0%, with 88.4% taking an increase.  

WHERE WE’RE GOING: TRENDS WE ARE WATCHING 

• Debates between brokers and underwriters continue to rage on exactly what Cyber insurance policies should 
cover and to what extent an insured’s cyber risk management maturity requirements need to adapt to the 2022 
threat landscape.

• Capacity questions have not been settled, and exactly how much will be available in the U.S. and global Cyber 
markets in 2022 remains an open question.

• We expect a continued disciplined underwriting approach that remains laser-focused on data security controls, 
with rates continuing their upward trend.

• Cyber insurance buyers can also expect more restrictive coverage terms, mandatory sublimits and exclusionary 
language specific to certain global and widespread Cyber incidents, reflecting decreasing carrier appetites to fully 
cover ransomware costs. Additionally, the underwriting process has become much more intense.

• As rate hikes are likely to continue, insureds may offset these costs by assuming greater self-insured retentions 
and taking an even greater role in actively  managing cyber risk. The Cyber underwriting community has 
responded to 2020 and 2021 loss data and Cyber claim trends with a laser focus on data security controls when 
evaluating risks.

Cyber Market Update: Spring/Summer Insurance Market Report – May 2022
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THE BIG PICTURE

Maximizing Renewal Success 

We recommend the following actions and considerations in preparing for a successful renewal. These tips and best practices apply to all 
lines of coverage: 

• Start early; build in time for delays in the quoting process. We recommend four to six months ahead of your renewal date to 
begin gathering data.

• Communicate early and often with your internal and external stakeholders.

• Be ready for supplemental applications that may involve highly specific questions around specialized areas such as Cyber. For
example, a Cyber renewal may have dozens of questions around controls specifically designed to prevent or mitigate the effects 
of ransomware attacks.

• If a carrier offers free or discounted risk management services such as employee training; incident response planning; and 
technology scans to flag known vulnerabilities, identify intrusions and address security flaws, take advantage of the opportunity. 
Many Cyber insurance carriers offer these types of services.

Cyber Market Update: Spring/Summer Insurance Market Report – May 2022
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Gallagher Drive – Cyber
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Cyber – Ransomware Concerns and Underwriting Baseline Expectations 

Insurers are looking for the use of security controls that they consider effective at preventing, detecting and remediating malicious 
activity at various stages of the ransomware lifecycle. While cyber insurers ask a wide range of questions in their applications, certain 
central themes have emerged that point to their principal ransomware concerns and the security controls they believe best address 
them.

Keeping the attackers and their malware out of the network

• Multi-Factor Authentication (MFA) –Required for access (1) to the network generally, (2) to privileged accounts, (3) to web or cloud-
based email, (4) by vendors, and (5) to online backups.

• Patch Management/Patching Cadence (speed especially important with respect to high severity vulnerabilities)

• Employee Training – phishing training/testing (periodic phishing training with low failure rates)

• Remote Desktop Protocol (RDP) – e.g., remote access controls (VPN, network-level authentication, MFA), firewall configuration

• Presence/management of End-of-Life (EOL) software

• Email/web filtering and response systems – Sender Policy Framework (SPF), DKIM (Domain Keys Identified Mail), DMARC (Domain-
based Message Authentication, Reporting and Conformance)

• Microsoft Office 365 – e.g., Data Loss Prevention, Advanced Threat Protection add-on

Detecting network intrusions and suspicious behavior

• Endpoint Protection Products (EPP) and Endpoint Detection and Response (EDR) Products

• Vulnerability scans

• Other Endpoint Protection Solutions – such as signature and behavioral-based antivirus products

• Intrusion Detection Systems and Intrusion Prevention Systems

• Security Incident Event Management (SIEM)

2022 Underwriting Expectations
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Cyber – Ransomware Concerns and Underwriting Baseline Expectations (Continued)

Protecting user and privileged accounts/limiting the attackers’ lateral movement

• Identity Access Management (IAM)/Privileged Account Management (PAM)

• Network Segmentation/Segregation

• Configuration Management Practices – hardened baseline configurations

• Service Account Management 

Preparing for, responding to, and mitigating an attack

• Backup Practices – use of encryption; maintenance of backups online, offline, onsite and offsite; testing of restoration from backups

• Incident Response/Ransomware Plans – Document your plan with a playbook for a ransomware event; Exercise the plan with 
realistic table-top exercises; Identify and include your response vendor(s).

• Disaster Recovery/Business Continuity Plans – Recovery Time Objectives (RTO)

2022 Underwriting Expectations
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Gallagher’s Cyber Expertise

• Tools & capabilities include: Insurance coverage gap analysis, policy design, cyber risk 
modeling, benchmarking, data breach calculator and external vulnerability scans

• Access to 170+ markets, including major cyber insurers in the U.S. and exclusive policy form in 
London

• Gallagher London line-slip provides $50 million 
capacity with one policy, one underwriting decision, 
one claims team  

• Proprietary cyber due diligence process to help 
clients identify and prioritize key cyber risk 
management concerns

• Gallagher online portal dedicated to 
cyber risk management tools

• Experienced risk control and claims team to help 
prevent against losses and provide claims advocacy 
when losses occur

Recent cyber attacks highlight the importance of 
adequate cyber coverage for all companies:
• JBS Paid $11 Million to Resolve Ransomware Attack – WSJ

• CNA Financial Paid $40 Million in Ransom After March 
Cyberattack - Bloomberg

• Cyberattack Disrupts Operations At Molson Coors – Forbes; 
Estimates of the financial impact could reach $140M

Whitney Schickling
Area Senior Vice President
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Thank you!

Arthur J. Gallagher Risk Management Services, Inc.
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Property & Casualty Insurance Market – Summer 2022

NC Government Finance Officers Association –
July 2022 Conference



2 ©2020 ARTHUR J. GALLAGHER & CO. 2

1. Current Market Conditions – Property & Casualty

2. Property Trends

3. Casualty Trends

4. Public Sector – Underwriting Concerns & Obstacles

5. Public Sector Emerging Risks

6. Maximize Renewal Success

7. Questions & Answers

Agenda for Today
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 25 Years – Commercial Insurance

• Gallagher - 2009

• Liberty Mutual - 1995

• Loss Control & Underwriting 

• Production & Profitability

• Leadership

 Public Sector Industry Focus

 Innovative Risk Management Program 
Structure

 First Dollar Programs to $1M SIR

Pete Luca

Pete Luca
Area Senior Vice President



4 ©2020 ARTHUR J. GALLAGHER & CO. 

Gallagher Public Sector
 
 
 
 
 
 

13,500+ 
Clients 

450+ 
Dedicated Experts 

1B+ 
in Annual Premium 

 

Who We Serve: 
 Cities, counties, parishes & 

villages 
 Special districts (fire, water, 

transit & utilities) 
 State governments 
 Insurance pools, cooperatives, 

JIFs, JPAs & mutual insurance 
companies 

 K12 public, private & charter 
schools 

Our Clients in Numbers: 
 4,500+ schools & 120+ pools 
 19+ state governments 
 Thousands of municipalities, 

cities, counties, parishes & 
special districts 

 Scholastic First Insurance 
 One-2-One Risk Solutions 
 Violent malicious acts 

coverage & disaster 
management services 

 
What We Deliver: 
 Insurance and risk 

management 
 Benefits and HR consulting 
 Claims management 
 International solutions 
 Crisis resilience services 
 Pools, captives and 

alternative risk transfer 
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Current Market Conditions
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Current Market Conditions

1. The overall market is moving towards “rate adequacy”.

2. Three years of a “hard” market is slowing down.

3. By Q 1 – 2022 rate increases slowed down in certain areas. Not Cyber!

4. Carrier combined loss ratios are in a better position now, than in the past.

5. Improving rate adequacy & better combined loss ratios equate to carrier 
competition.
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Current Market Conditions

1. Inflation will have an impact.  Inflation will cause loss costs to increase, 
which ultimately will be pushed to buyers in the form of rate increases.

2. Third Party litigation funding is a concern: prolonged litigation & larger 
verdicts.

3. Underwriting pressures continue
• Prudent Underwriting Decisions
• Overall Underwriting Results
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Wildfires, Tornadoes, Hurricanes, Ice Storms, Flooding
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Property Trends – Catastrophic Activity 2021 



10 ©2020 ARTHUR J. GALLAGHER & CO. 10

Property Trends

1. Average rate change over the last 12 months is + 9.5%.

2. High risk areas (i.e. Coastal) experienced larger increases, higher deductibles 
& in some cases limits built through a tower. + 22.4%

3. 78% of clients had a property rate increase in the last 12 months.

4. Property pricing models are trying to catch up to the storm losses.
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Property Trends

1. Supply Chain issues will have a negative impact on the property market.

2. Carriers are pushing for adequate property valuations.

3. Carriers are beginning to require response & implementation to engineering 
recommendations.

4. Reconstruction costs in North Carolina are between 4.67% - 5.42%; NA –
5.7%



12 ©2020 ARTHUR J. GALLAGHER & CO. 12

Rate Trends- Property



Wilmington
Your Attendance Key Word/Phrase is

Wilmington

Trends in Insurance Industry – Cyber and Property 
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Casualty Trends
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Casualty Trends

Workers Compensation:

• Continues to be a profitable line of coverage.

• Claims frequency is likely to increase as more people come back to work.

• Expect a push in SIR’s that are under $1M in the future.

Commercial Auto:

• Automobile claims costs are more expensive than ever.

• Excellent year over year auto results – clients see a 7% rate increase.

• Average year over year auto results – clients see a rate increase above 12%.
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Rate Trends – Workers Compensation
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Rate Trends - Automobile
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Casualty Trends

Umbrella:

• Continues to be a challenging line of coverage.  

• Rate increases and capacity continue to be a problem.  Large fleets & poor historical 
results will be a cost problem.

• Social Inflation and Nuclear Verdicts continue to be an uncontrollable problem.

Liability (inclusive of Law Enforcement Liability):

• Limits are being reduced. (Not only on law enforcement liability, but all liability)

• Rates are increasing on average 12% - 15%.

• Clear Underwriting understanding is becoming critical.

• Expect SIR’s to increase in the future.
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 Capacity and Carrier
 Capacity is reduced but stabilizing

 Carriers are stable and NOT exiting the 
market

 Excess carriers are engaging carefully

 Terms and Conditions
 Risk appetite is controlled & calculated

 Renewal terms and conditions are tightening

 Limits and Retentions
 Retentions are increasing when losses warrant 

an increase

 Expiring limits can be obtained, but multiple 
carriers might be used.

 Be prepared for increased retentions 

 Rates 
 Increases expected 

 Increases expected to stabilize

Casualty Market Conditions
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Public Sector – Underwriting Obstacles & Concerns

Property:

 Proper Valuations – Insurance to Value & Comprehensive Data

 Older Infrastructure

 Supply Chain Issues

 Climate Change 

Great Resignation:

 2% in government office jobs; 4% in Education & All Other

 Law Enforcement

 Retirements – up 45%

 Resignations – up 18%
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Public Sector – Underwriting Obstacles & Concerns

Law Enforcement Liability:

 Police reform

 Civil Unrest

 Public Perception

 Hiring, training & operating

 Changes in the law

 Body Cams
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Public Sector – Underwriting Obstacles & Concerns

• Social Inflation & Nuclear Verdicts:

 Social Inflation is leading to misappropriate claim values; “the increase in 
insurance losses caused by legislative, judicial, social, economic and technical 
developments.

 Nuclear Verdicts are measured at $10M; they are more common than you would 
think.

 Third Party investment in claims or Litigation funding
 Desensitization to nuclear verdicts. 

• Sovereign Immunity Erosion

• Judicial Hellholes – North Carolina is not on the list, but some neighbors are.
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Public Sector – Underwriting Obstacles & Concerns

• Fleet Management

• Property Terrorism & Sabotage

• Violent & Malicious Acts against people and property

• Riots, Civil Commotion, Community Violence

• Digital Currency Utilization – Tax & Revenue Impact

• Global Warfare – Nuclear Attacks (State of New York PSA – 7/13/2022)



24 ©2020 ARTHUR J. GALLAGHER & CO. 24

Maximize Renewal Success

1. Start early; build in time for delays.  Six months before renewal is not too 
early.

2. Have a clear and defined Go To Market Strategy (Timeline, Carriers, Rate 
Expectations, Desired Program Options) 

3. Throughout the year.  Take time to meet with your underwriters, as well as 
alternatives.

4. Be prepared to showcase improvements that have been made.
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Maximize Renewal Success

1. Communicate early and often with both internal and external stakeholders.

2. Clearly understand the market and the impact it will have on your renewal.

3. Take advantage of included services offered by the carriers.  

4. Be in a position to dictate to the market what you are willing to purchase; not 
what is available to you in the market.

5. Understand your Total Cost of Risk (TCOR) and the impact that program 
changes will have on your budget.
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Questions and Answers
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